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�
1.� To establish a chronology and identify the sequence of events and facts leading 

up to and relating to the Public Interest Investigation pertaining to security 
concerns commenced by the Garda Síochána Ombudsman Committee pursuant to 
Section 102 (4) of the Garda Síochána Act 2005 on or about the 8th October 
2013.

2.� To examine all reports, transcripts, records, minutes, correspondence and 
documentation and consider any oral or other evidence as is deemed relevant to 
the aforementioned Public Interest Investigation. 

3.� To review and assess any evidence of a security breach or attempted security 
breach at the GSOC as informed by, inter alia, the chronology and facts 
established at (1) above or arising from the examination at (2) above, and as may 
have occurred at any time up to 18th February 2014. 

4.� If appropriate, to make recommendations regarding measures to improve the 
existing security arrangements of GSOC for the purpose of addressing risks to 
data and communications identified in the course of this review and to ensure the 
integrity and security of their data and information in the interests of maintaining 
public confidence in the ability of GSOC to discharge its statutory functions in 
the public interest. 

5.� To make any other recommendations, whether in regard to legislation or 
otherwise, as may be considered appropriate arising from the review aforesaid 
into this matter. 

6.� To report on the above matters within eight weeks or as soon as may be 
thereafter. 
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“targeted as part of a sophisticated surveillance operation which used ‘Government-
level�technology’�to hack into its e-mails, Wi-Fi and phone systems
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“The network access point named AMX (…) was located to the conferencing 
system in the boardroom. This access point has wired equivalent privacy (WEP) 
access security. WEP is a security algorithm for IEEE 802.11 wireless networks, 
introduced in 1999 and has been superseded twice making it virtually obsolete 
since 2004.”
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����� ��� ����� ����� ��� "�'����:�'���� ��� ������ ��� ���K�������� ;���� ���� (����:�'���� �����
�����������
�������������������������������(���������������������'
�:���:�����
�"���
��������������������(������
�������
��:�"�J�“an attacker could have unrestricted audio 
feed in this room as and when required.”��

�
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$
#
� @�
��������,�''�-�&,���������.��������� ��"��J���;���'����
�"����;����'����
�������
�
��� "�'����:'�
� ����� ��������
� ��� ���� �
������������� ��� �� ��
��� ������� ������'� +1��
�

�����=����1((��
�5���>�
������
��������:���
������������
�
�����:�
������"����“… 
100% been attached to the AMX conferencing wireless system and the open public 
Wi-Fi, Bitbuzz outside the building. … If the device is an authorised part of the 
organisation’s network it should never have been attached to an external present 
open public Wi-Fi network. If this device is not an authorised part of the 
organisation’s network it should never have been attached to the organisation’s 
network.”�

�
$
<
� ��� ��� ���:������
���;�"����������� ����������J� �����(�����"������
��������������"���
�
�

���� ���;�;������� ����� (������'��� 
�"����;��� ��� ����� (���� ��� ���� ���������
� ���;����
;������7 6�
�������(��������'�
����������������;�������������"�����2�

�
“The team had insufficient time and information (no organisational network 
diagram) to pinpoint the location of the device.  Power readings localised the 
device to the boardroom area.”��

�
$
)
� ���������;��
�J��'����������������������"���(����
��(���
��
�������
�����+1���

�����

��� ��;���'����
�"���� ��� ���� �������� ����:���
����� ��� �((������ ��������;���� ��(�:'���
�(���-�&,�����;���J�����(������'���
�"����������������������'�;�������'�����
���������
�����
��

	
����,�''���'�(�����0����1��'�����

�
$
	/
� ���� �����
� ���"��� ;����� �
�������
� �� ������� ;��� ����� ��� ���� F,�''� ��'�(����� '����

���'����
H� ����� ��������
� �� F%�'����� ����H� '�����
� ��� ���� ������� ��� ���� 7 6��
�����(�����
����(�������'�������������������'�(����������"��������;������
��''�������(�
�
:��� ;������� �� ���
���� ���
� ���� ��'
���� ����������� ��''�M� ����� ��� ��� ���J� ��'�(�����
���"���������� ��� ;����� �� ���:��� ��� ��''���� :���� ����
�� ��
� �����
�� ���� :��'
����
(������(��������'�������'�
��

�
$
		
� �����%�'����������;�����:K����
���������:���������������
���������;�����������������

;��� ���(������
� ��� F��((�
H
� ���� '���� ����� ��� :�� ���
����
� ��� 
�����:�
� ��� ���
F�'�����������H���
���� ��������'��������
����
�:������������������ ��� ����'����������"����
��"��
��((���������������������������"��''������������'��������:����
������

�1����
���
�����'�=������������������>���������
�;������'������
�;�''�:������
�:�������"��
��((���
����������� ���� '���
� ����� �'���� ����� ;��� ������
� ���� ��� /	
��� ������ ��
� ���� ��(����

�����:���;�����������((���
2�
�

“The test device was still connected and neither operator was touching the 
device. The device received a call in of around three rings’ duration. Meaning a 
person must have made a call to the device direct, as the organisation’s 
switchboard was on out-of-hours service.”

�
$
	�
� ������(������������������������''�;��������������2�
�

“The likelihood of a ‘wrong number’ at that time to that exact unknown number 
at the time of an alerting test is so small it is gauged at virtually zero.”

�
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$
	�
� ����*���������5(�����5(�����
�����"��;������������
�������2��
�

FMay have triggered a response form an Attacker/Listening Post/Monitoring 
station. Likely that the ‘listener’ found the intermittent audio input (music) on the 
line at 01.40 hours an odd occurrence and without thought or consideration to 
the possibility of a TSCM operation decided to test the call line to ensure it was 
working. Assuming there would be nobody there at that time.”�

%������'�.������ ������
�
$
	�
� ��������
��������
������
�;�����������������F,�''�%������'�.������ �����
H�1'�������

��������������������
��'��;���������������(���J��������������������
�����"�
������������
�������������������������
��������"�'����:�'�����
�������
����(������(��	
�
�����������(����
����'�J� ���� ���������"������ ��� ���� ��������� !'���������� ������������'� =�!�>� ;�����
������������������������1D7&�///�;�������
�:���� �����''�
� ��� ����:���
����������
=���� (������(��$
$� �:�"�>
������;��� �����
�
� ��� ������� �� (��������� ��� ������ �����
�
����� ����� ��� 
������ ��"��
��((���� :�� ������'�
� �����(�����J� ��
��� ������������� ���
������ 
�"����
� �����;��� K�
��
� ��� :�� ���������"�� ��� ���;�� :�� ���� ����'���
� �����'��
��������������
�����:�"�
�

�
$
	�
� ������(�����'���(�����
����� ����� �����������������"��'����
� ������'���� '�����������
�

"�'����:'��������"��''�����:��"�
��������
���;������'�(�����A����;��������'
������
�
'�(���"������� ��� ���"���������� ���� '����� ��������� ���
���� ��� ;�''� ��� (���;��
� ��
�
����&�������(������� �������������
��������
��������
� ��� ��������2�“Vulnerability 
to this type of attack is assessed as �������	
 falling to low if window coverings are 
kept closed.”

�
$
	$
� ���� ��(���� ������ ����� 7 6�� ��
� ��� ��������� ���;���� ��
� ���� (����:�'���� �����

�����������
�;���'�������;����
�"�����;�������('���
�“The vulnerability to his type of 
attack is assessed as �������	
 ��

��	� ��� ��� if the network is secured and only 
authorised devices are allo��d into the building.”

�������&//����(����
	

$
	#
� �����:����� ������(����
����������"���� ����;����������
�����:��*��������
������ ����
��''�;&�(�"�������������7 6�������������	)�����
��/���6���:����/	�
�������
�����:�
����
��(('��������������Ffull evidential log of events and imageryH�;�����;������������
�
��
������
���� ���� ����
� ��� ����'�������:'�� ����� ����� ��(����(�����
����� ����:�����������
�����(�����;����� ��� �����
���
��� �������
����F������H���� ����������
�“It is assumed 
from the brief that any attack in the areas of concern (AOC) would be up to 
intelligence service attack level.”������((�������:K����"���������������;���������
2�

“Client requests: 
1. Locate client ‘4B’; 
2. Inspect Comms Units;
3. Trace wiring from Comms Unit.”

$
	<
� ,���� (������'��� ������ ;���� ��
�������J� �;�� ��� ;����� 
���'���
� ��� ������� ���
�:�����'���
� ������ ;���� ���� ���(������� ��� ���� F����� @���H� ��
� ���� �������� ��� �''�
;������ ��������������
� =����F�����@���H� ��� ��:���������������������'����������� ����
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 �(���:������"����;���'�����
���
��
�������
�������1+E�;���'����(�
��������+�
���
�������� �����������
������ ��� ����� �������
� ��� ��� F.�"������H�:���
���� ���� '���� �;��

�������������+1���

����
�����������;�����������
��"����;��
����
�������������"���
��
�;�������������
����������������'������������������5�����'�-�&,��=���:�AA>����;����
���������������������
�

�
$
�/
� ���� �����
� �:�����'���� 
������
���� ����� ���������;��� ��;���
�;��� 
�����:�
� ��� ��

F�����7 +C�7�:�����������H�
������
������������
������:������������:���
���������:�'��
+��C+D�� �
��������	� �''�����
� ��� ��@3���:�'�� (����� ���"���� (��"�
���;�����;���
������������������'��

��������������������������
�����������������
�����:�
������''�;�2

“This is good evidence of a localised intelligence-gathering or interception 
device. Symptomatic of something in the nature of a dedicated 3G IMSI grabber 
or interceptor, targeting UK mobile phone(s) on 3G.”��
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�	
� �������;������������'�
�
�������;�����@3��(����
����;����(���������������'��������
��
� �� ������� ����� ��� ���� ��:�'�� (����� ���
���� ;����� (����
� �(� ���� @3� ���;����
�����'

�

$
��
� =��� ��� (����(�� ������������ ��� �5('���� ����� ;���� ��� ���� ����:�'�� (�����;�''� ����� ��
�����'�;���������������������������������������������������:��������������� ������:�'��
(��������;�������;����������������:����:��
�1���''���
��;�''������:������������
�"���
������������������
�;�''�������������:�������
������������:������������������������;����
��� ���� ����� ��� ��"���� �����

� ���� ������������� ��� ���� �:�����'���� �
�������
� ��� ����
��(����������������������((����
����:��
������
�;�����;�����'��'���������������7�@3�
���;������
������(����:'���������������:����:���� ��� ��������;�������������''��;������
�����������������������������������������������������������������''�����������'���'�������
���;���
>

$
��
� ���������:������
�������'������������ �+���(��������������“a perceived threat”���
����
“quantifiable evidence … of eavesdropping”���
������������	C//����(�����������������
������� :�����“up to Intelligence Service attack level”,� �������� ��(���� ��������
� ����
�5(��������
���������������������������������������;��������''���������('���������
����
�����������('���
���������������������������(�����;���J�����5('����
�'�����:�'�;J�:���
�
�(�����������������������
��������*���������(�����"���:��7 6����������


$
��
� 1�����'�����������"��������''�;�2

“All objectives were met. 
Further to objective: evidence of 4B acting in an insecure manner was evidenced 
and a fake or spoofed 3G base station was detected locally.”

	
����
���(���2��34�����(�����,���������

                                                           
1 See Appendix II 
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� ���� ����
� ��(���� ��� ����� ��� � ��� ���� �:�"�� ����� ;����� ��
� :����
������
� :�� *�������� ��� ���
���� �� ��������� �5���������� ��� ���� �;��-�&,�� 
�"�����
;����� ;���� ���� ��:K���� ��� ���� �;�� ���'���� ��(����
� +�� � "�����
� ���� 7 6��
�����������	)���D�"��:����/	����� ���������������� ����F�(����'��(�������H�
�����:�
�
:�'�;���''�;����;���������5�����
������;��
�"�����;������������������ ���(����"�'��
��� F.�"���� ��H��
� F.�"���� ��H
� !���� ��� ��� 1+E� +�
���� *��;(����� =+*%>�
-���'���� ������ %���'
� =��� '�����I�� �����J� ������ ���� ������ (���'� ������� ������'��
�����&��������
� ;���'���'�� ��� ���� ��
��� ��
� "�
��� ����(����� ���
� ��� ��(���'�
��������������������(����������������(���������������
�;��������:'�����������������
:����
��:��;����(��K�����J������(�����J� '�(��(����
� ����
��('���������
�1�
����'�
�

�����(����������"����������������������I�������
������������1((��
�5��*>
�

$
�$
� ����������:'�������+�� I��;����(�����
�
��������:���������������
�:�����5('����
�
������J�“That one of the touch panel devices had been the target of an unauthorised 
wireless network attack… associated with Bitbuzz a wireless hotspot provider located 
in the UK and Ireland.”�

�
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�#
� +�� �'�����
�������:'�
������;��
�"����
�!����;��������
�;������$��:����(����

�'���� ���
� ��
� �� ;���'���� ���;���� ���

� ���� ������� ������� ���� 
�"���I�� �(��������
������� ��
� �������������� ��'��
� ���� �5���������� ��� ���� �;�� 
�"����� ��"�'"�
�
���������''�� �������� ��� ��(����� ���� �'���� 
��"��� �����''�
� ��� ����� (���'� ������ ��
���(����� (�������;����� ���������''�� ���
�� �������� ���� ������� �������� �(���� ��� ����

���� ��
�;������ ����� 
���� ��� ��� �� �����:'�� ������� ����'�J� �� '����� ���(����� ���;����
"�'���


�
$
�<
� ��� �5�������� .�"���� ��J�+�� ����
� ����� ����;���'���� �
�(���� ����'
� ��"��


��('���
� ���� ������������I�� 
����'�
� B�� �������
J� “The absence of these details 
infers the device has been disassembled prior to our investigation commencing.”������
;����������������;����.�"�������;������((����
����������������������'����(������


�
$
�)
� +�� � ���
����
� �� ������� ��� ���;��
� ��������� ���� ����������� ��� F���:�AAH�

������������� �����������;��
�:�������
������������������������������(���������
�B��
�5�����
�:����
�"���������������������F��';����������H�:�������
��������������
������
�������'�����������;������
�:���������''�
�����������
�"���
�B��
�
���;�"�����������
�����'��;����“the last accessed dates and times associated with files and folders on 
both devices”. 6������'����������
������������J��;��;�����������:������.�"�������
����
����$���.����:����//$�
�
�����������(��
�;����
����	<���1�������//$�����
����
.�"������
�������������:���"�
2��

“Clearly the system date and time has been adjusted either manually or as a 
result of a system up-date. What is not clear is why there is three separate dates; 
the files associated with the date 1 Jan 70 are predominantly system files, if there 
was a system up-date these should have dates associated with the date and time 
of up-date. There are a number of possible explanations for the discrepancies 
with the other two dates; this may be worth further investigation with the client.”�

�
$
�/
� B����������������
���������'�����
��(�����������''�;�2

“My examination revealed the security and network configuration of both devices 
but did not reveal the presence of any references to ‘Bitbuzz’, wireless hotspot. 
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Whilst there were anomalies with some of the dates and times associated with 
files/folders on both devices, there was no other evidence to suggest malicious 
software had been successfully loaded on either device.”
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committed an offence or (b) behaved in a manner that would justify disciplinary 
proceedings.”�

�



18 
 

#
#
� ������'��������������������;���������������"�����������������������:�����
����
�:��
�����������������������(��"�
�
����������:&��������=�>�;���������+��������Fif he or she 
considers it desirable in the public interest to do so, may request the Ombudsman 
Commission to investigate any matter that appears to the Minister to indicate that a 
member of the Garda Síochána may have done anything referred to in sub&section 
and� the Commission shall investigate the matter.”� ��� ������;��
�J� ���������������
���� �� 
���������J� ��� ��� ��� ��� ���� �(������ ����� ��� ��� ��� ���� (�:'��� ��������� ��� 
�� ��J� ���
��"��������������������
�����:&��������=�>���������;����������"����
������'��J�;�������
�����������������������(�����J�
�������� ����+������������ �����
�������(��������
����
���������(�������������:��������=�>
��

�
 �



19 
 

��(�����������'���
�

#
<
�  ������� 	/�=	>� ��(����� ��� ���� ����������� �� 
���� ��� (��"�
�� �������� (�������;����
����������� ������������ ��� ���(� ����� �������
� ��� ���� (�������� ��
� ����'��� ��� ���
��"�������������
���%�����
����������"���������������'�������������('����J�����(����������
:�� ��(�� �������
� ���� ���� ���('������J� ���� ���:��� ��� ���� 7��
��  8���9��� ;�����
���
�������������:K���������������������('����J�����7��
�����������������
�����������
(�������������������������������
�������������������������������������������
��

�
#
)
� -����� ���� ��"����������� ����������
����
�(�������� ��� �������	/�J� �������������
� ���

:�� ��(�� �������
� ���� “the member of the Garda Síochána whose conduct is the 
subject matter of the investigation”� ��������� ;���� ���� 7��
�� ������������J� ����
+����������
�����������(�������������������������������
������������������������������
��� ���� ������
� ����J� �����(����"�� ��� ���� �������J� ���� ����'�� ��� ���� ���('���
�
��"�������������
��� 
�	/�=�>� ��� �������
� ���:����(����
�:�� ��������������� ��J� inter 
aliaJ�����+����������
�����������������
�

�
#
	/
� ��� ��� ��� :�� ����
J� �����
���'�J� ����� ��� ���� ����� ��� ���� ��'�� ��"����������� ;����� ����

��������������������������������;����������"�J������:K����"�����������"��������������
�������������;������������:����������7��
�� 8���9���������"����������
������������
������:���"�
� ��� ��������� �����;��'
� K������� 
����('������ (�����
����� ��
� ���� �����
������������:�������������������������
����:����(���������
��������(����������
�����'���
��� ���� ��"����������� ;��'
� ����� ��� �������� ����� ���� �������� �"��'�:'�� ��� ����
����������� :�� ;��� ��� ��
�������� ��� ����� �����
J� �������� ����� �
�������
� ���
(�������''���
�������:'�����:���������������
��

�
#
		
� ��� ����:"����'��(����:'�����������"��������������������;���������"���������������
����

����������������"���������;�����������'����"���������
����������������������'��������
��������������:���"������������(����������������������:�����������7��
�� 8���9���
:��� ;����� �
��������� ���� �����;�
� ��� ����� �� ���������� ���� (�;��� ��� ��������� �� ��:&
�������� =�>� ��"���������������:�� �5������:'�
� �������(�����J���;�"��J� ��� ��� (����:'��
����� ������:&��������;��'
�:�� ��������
�:������������� ���������� �����5���������� �����
(�;��� ��� ������ ;����� ���� ��
�����"�� �������� :������ ���� ����������� (��"�
�� ��
��:������"��:�����������('����������������:���������:�������������������
�����������
����5�'�
����������;���������������������������������:�������:���:'�����������(�������
��
�;�����������������������������('����������������������������:���"������������(����
��� ���� ���:��� ��� ���� ������ ������� �'���� ��� K����'�� ;���� ������ ���&���:��� ����
�
(������
��

�
#
	�
� �������((��(��������������
���;�"��������;��������������
������(����:'��'��������'������

�������;��
������� 
	/��=�>������������������������������"��;����	)���+����/	�������
������'��
�������

�= ���(������(���)
	)���
�)
<��:�'�;>
���������������"��;����������
�������'
� ���� ���� �5������� ��� ����� 
���������� ;��� '�;� ��
� ����� �����
���
� ����� ����
�����������;��� �����
�
� ��� :�� �����'�
� ��� ��"�� ��������� ��� ���� ��:&�������� ��� ����
�����;���������(����:�'�����5����
������ ������:K�����������;���(�������''�������:���:'��
����������:���"�������������:����������7��
�� 8���9���;��������
�������
����������
�
;������� ��� ���� ������ (������� ���� ���:���� ��� ���� ������ ;���� �'��� ��('�����

� �����
�������
� ��� ��� ��"����������� ��� �� ���('�����;����� ����'��
� ��� ���� ���"������� ��� �;��
��
�"�
��'���������;����;��������
����
����������������:����������(�:'��
�
�



20 
 

%�;���������"�����������
�

#
	�
� ,���''�J����������:������
������;��������������������
�������������������������������������
��"����������J�����
��������
����������������
�;�������
����������������
�;�
�;��������
(�;���� (��"�'����� ��
� ����������� '����
� ���  ������� )<=	>� ��� ;�''� ��� �''� (�;����
��������
��(��� �������:������ ����7��
�� 8���9�����
��� '����'��������� ��� �������
'�;
���������������'�
��(�;������������J�������������
�����������;�������;���������
�

������������������������
� �������	/	=	>���������������������('�����������"�����������
��
��� 
�)<�����
��������
�����������������
���������(������������'��������������������
�
���� (��"������� ���  ������� )<� �(('�� ��� �� (�:'��� ��������� ��"����������� ��
���  �������
	/�=�>�:��"��������� �������=$>��������'�������������
��

�
�

<(� #�
	�
�
���	320*1-	���
�
�&�
���	��	<
�	��
��
�	0234	
�
<
	
� ����
�����������������������%�:'��������������"�������������
��� �������	/�=�>��������

1���;�����"���:��7 6�I��1������.����������� ��"��������������
� ����� ��������������
���
&;�������
�������������
�:�����
�B�"�����������
���������;�����������
�������
����
����� �+� ��"�����(���������*�������J���������
2�

�
“I am of the opinion that, to the extent these threats can be proven, Section 
102(4) of the Garda Síochána Act 2005 engages. That is to say, that such 
surveillance may have originated with the Garda Síochána and if so, a member of 
the Garda Síochána may have committed an offence or behaved in a manner that 
would justify disciplinary proceedings. I am further of the opinion that it is 
desirable in the public interest that the matter be investigated to ensure that the 
objectives of the Ombudsman Commission as set out in Section 67(1) are not 
compromised or impugned. I have discussed the matter with the Chairperson Mr 
Simon O’Brien today Tuesday 8th October 2013 and he is in agreement.”
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2 Officer B was Deputy Director of Investigations and was Acting Director until November 2013 when a vacancy 
for the senior post was filled. 
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“But on Sunday we had the full team in place and we were monitoring again and 
initially it didn’t connect. … More or less in around the time that the coffee shop 
opened it did connect and I can’t remember the specifics, but it’s all recorded 
and screenshots were taken of the displays as they occurred. It connected. And 
data I saw and I’m like -- when I say I saw, how can I see an electronic signal, all 
I can see is a display on a monitor. … And I was told that the display that I was 
watching was a visualisation of data moving in and out of GSOC. …and data was 
coming into GSOC via the same device. I saw that and it went on for an extended 
period.”���
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Ombudsman Commission was repeated by a third party to the Ombudsman 
Commission Chairperson.”
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�� “GSOC did not maintain information relating to what devices are authorised or 

unauthorised on the wireless conferencing system, as they did not have or 
maintain wireless network records. 

�� GOS did not have the skill set or capability to test the wireless conferencing 
network. 

�� Client 4B is a conferencing console which is part of GSOC’s wireless 
conferencing network. It is not able to carry out its main function but is still 
active and situated in a secure meeting room. 

�� Client 4B is microphone enabled and was evidenced connected outside of its own 
network, to a public internet access point. Contrary to what the manufacturer 
describes as its normal function, which =���> is something they say should not be 
possible without manipulation. 

�� Client 4B whilst illicitly connected to a public internet access point is passing 
data packets (communicating). 

�� There were suspected physical surveillance personnel active in the areas as 
detected by [��7 6���������], (������''�����) and myself.  
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�� There was a “fake” UK mobile phone network detected and evidenced by  
which was very short range and only lasted for a short time, which is 
symptomatic of an IMSI Catcher surveillance device. 

��  and myself were “Burned” at the airport.”
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based in espionage and counter-espionage domains and are not readily 
evidenced or explained through open source knowledge or information. Nor are 
they properly quantifiable by experts outside those domains. Any qualification of 
evidence, facts or opinions can only safely be made by an operator with equal or 
greater knowledge and experience in technical surveillance counter-measures.”�
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was the reason for the detection, then it would have been detected on multiple 
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respected in the IT security domain, [they] were wholly the wrong type of 
company to review a TSCM-based report. Their report could only have been peer 
reviewed by an independent and expert TSCM operator.”�
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“7.1 Test conducted by the security specialists and designated officers have 
consistently shown that Device 4B, a component part of the AMX audio/visual 
system, had been establishing a connection to the Bitbuzz network. This system 
has been located at business premises near the Ombudsman Commission offices 
since August 2013. The investigation has not been able to provide a technical 
explanation as to how Device 4B was apparently able to connect to the Bitbuzz 
network.  
7.2 As the AMX audio/visual system in the GSOC offices used a WEP 
Vulnerable Encryption….Device 4B had the potential to be used to gain control 
of the devices and data on the AMX audio/visual system.  
7.3 The investigation has established that the AMX audio/visual system was 
wired according to the manufacturer’s specification. There was no evidence of a 
connection between this equipment and the Ombudsman Commission’s 
network/servers.  
7.4 Given that the Bitbuzz network was only installed in the nearby business 
premises two months previously and with the limited data potential available 
from the AMX audio/visual system, the designated officer took a view that it is 
likely that Device 4B’s behaviour was due to some unknown technical anomaly 
rather than it having been used for any unauthorised technical or electronic 
surveillance.”
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“9.1 Telecoms enquiries have revealed no trace of the call received by the 
conference call unit at approximately 0.1-0.2 hours on 27th September 2013. 
However, two witnesses verified that during the test on 27th September 2013, the 
conference call unit received a call of around three rings in duration. As the 
organisation’s switchboard was on out-of-hours service, this call must have been 
made direct to the conference call unit.”
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“10.3 Subsequent enquiries indicated that the code was the identifier for a 
3G telephone service provider in the UK. The security specialists attributed its 
detection, on Sunday 20th October 2013 to an interception device in the area. 
They described this as being good evidence of localised intelligence-gathering.  
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10.4 Absent any further clarification, the Commission could not simply 
proceed on the basis that these issues were purely innocent or coincidental. 
Accordingly the Commission conducted a specific operational test on 19th

November 2013; this was coordinated by the security specialists and involved a 
GSOC investigation team. It also involved the three Commissioners to test these 
issues. This operational test yielded no results and added no clarity to the threats 
identified above.”��

)
##
� �����"���''�����'������;����������"������(������(��		����������(���������''�;�2
�

“The GSOC investigation did not find any definitive evidence that GSOC was 
under technical or electronic surveillance. It did, however, uncover a number of 
technical and electronic anomalies that cannot be explained.”
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“The language employed in S.102 (4) provides a very broad discretionary power 
to commence an investigation. There is no requirement in S.102 (4) to establish 
precedent facts or proof of facts to an evidential standard. That approach is 
inconsistent with an investigative function and is more appropriate to an 
adjudicative task. A fair approach to the identified matters of concern required 
the exercise of the statutory powers of S.102 (4). The law has long recognised a 
series of incremental evidential standards that it applies depending on the legal 
context, the statutory purpose and the stage of the investigative process. At one 
end of the evidential spectrum is suspicion and the other proof beyond reasonable 
doubt. There is no reason in law why a different approach should be adopted to 
statutory investigations by the Commission. The concerns identified properly 
justified the exercise of the statutory power in S.102 (4) to commence an 
investigation. An investigation was impossible without the use of statutory police 
powers. Those concerns were based on objective facts. Neither the benefit of the 
hindsight nor a different view of the same facts disturbs the honesty or legitimacy 
of the assessment of those facts made at the time and the decision to commence 
the investigation into those concerns.”
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F4B was acting in the exact same manner as a proven fully authenticated device, 
a device which was successfully passing audio and data over that connection, in 
fact 4B was evidenced with a far higher data packet rate at multiple times during 
the that day. An event which it had not carried out at all on the previous whole 
day of testing, and thereby strongly suggesting that this was not a random 
occurrence.”�
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“… should the system contain any other intelligence sensors, or control any other 
intelligence sensors, microphones, cameras or communication devices, the level 
of ‘threat’ does not diminish. It is merely a requirement, once a vulnerability 
(Threat) to the system is established, to investigate it fully to establish if an attack 
is present or if there is historic sign of attack or if there is a benign explanation 
for the vulnerability. Something which was not our remit, nor could we give a 
more accurate opinion as we were not given Network Diagrams, as they did not 
exist.”�
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“… anyone could reprogram the units to control any part of the system. The fact 
that the controller’s handsets were broken means no physical inspection would be 
able to tell this, leaving any reprogramming attack physically undetectable. On 
compromise any software alterations could be easily wiped leaving no evidence, 
merely historic sign of being wiped.”�
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“10. … This is an irrelevant test in the circumstance as if there were an attack 
gateway it would no doubt have been ‘removed’ given the now pubic nature 
of this enquiry etc. In any case, such attacks are usually MAC address 
specific to allow only the attackers device to effect the attack, making it 
difficult to accidently find. 
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11. Any investigation to ‘find’ an attack at this stage is in my experience not 
likely to find evidence. Any technical surveillance operation has measures to 
remove evidence if compromised. Any attack that may have been in place, 
would have been thoroughly cleaned once it was suspected it was 
compromised, let alone in the public eye.”
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�
“It’s the cynical me who has been around the block on these things. I believe that 
our countersurveillance operation had been detected and that the IMSE Catcher 
was there to detect the UK operators who were in our building at the time with a 
view to determining what they were at, the extent of what they were doing and 
what they might actually know. And it wasn’t so much GSOC that was being 
targeted so much as Verrimus.”
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4 See Appendix II 
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* Erratum: The word "owned" should read "level".
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�100!�  “Well, you know, one of the things that may come out of this, 
when you speak with the Judge … Is to impress upon him that that particular aspect of 
things that actually that you would like the Gardaí would actually get a copy of 
everything, right. … And, you know, try to impress upon him that, you know, that it’s in 
everyone’s interest that all of this should be out in the open and that everyone could 
talk about it, because what it actually means to them,  right, is that if he would 
be monitored doing what you were doing, by somebody, right then that is a criminal 
matter and that is something that needs to be investigated.”

�100!��“Right. And they should be investigated by the powers that be and in this 
case that means the Gardaí need to know exactly what it is that you actually 
discovered. So that would be one of the primary things I believe that should come out of 
all of this.”
�
�
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���''2��

“MR :  And, you know, the problem that we have when we go to the see the judge 
is that the judge isn’t a technical man so his… Because the likes of his understanding is 
probably as little as Minister Shatter or Rits. 
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CALLER:  Well, you know, there is work going on behind the scenes there to put in a 
man in there who may understand the whole significance of it. Right. And I know that 
the boys in green are trying to get a man who is, let me say.  
MR : Is in to advise? 
CALLER:  Someone who would know what he was on about, he would know exactly 
who I would be talking about right. 
MR :  Will I recognise him when I walk in? 
CALLER: No, no, you would never have met this individual. 
MR : All right. Good. 
CALLER:  You would never had met this individual. This is an individual who would 
have been in a similar appointment. 
MR : All right, okay. 
CALLER: In other words, retired. 
MR   All right, I understand no problem. Well, he has been briefed about me 
anyway so at least he knows what I am talking about. 
CALLER:  Yeah, well, he would know, he would know where these things are coming 
from now. Now I don’t know whether you would be briefed or whatever, but he is 
currently not even in the country, he is out of the country, he works out of the country, 
but he would, I know that well talking to my man in green, he is kind of saying, you 
know, that they would be proposing this particular individual.”
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ADDENDUM
 
Since the publication of the Report, representations have been made on behalf of the individual 
whose offer of assistance to the Inquiry is referred to in the second last paragraph of Appendix 
III.     
 
The representations asserted that the reference to “20 years’ experience in intelligence services 
as an officer in the Defence Forces” misrepresented the C.V. because the officer in question had 
no service in, connection to, or experience with any intelligence service in the Defence Forces or 
anywhere else.     
 
The representations emphasised that the offer of assistance had been made to the Inquiry with a 
view to sharing the officer’s knowledge and experience in the public interest and without any 
improper motive or purpose such as might be taken from the context in which it had been 
mentioned in the Appendix.   
� �



It was requested that the record be corrected in this regard. The reference is clarified as follows. 

The letter offering to assist the investigations of the Inquiry indicated as relevant competences 
the officer’s technical proficiency and training in, knowledge of and experience with electronic 
counter measures. The letter referred to the author’s unmatched technical skill set and access to a 
range of contacts possessing the required levels and experience in the fields relevant to the 
InquiryU����"�����������
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